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1 .

RISK MANAGEMENT POLICY

PURPOSE

No organization has the luxury of functioning in a risk-free environment and municipalities

are especially vulnerable to risks associated with fulfilling their mandates.

Risk management is a valuable management tool which increases an Institution's

prospects of success through minimizing possible negative outcomes and optimizing

opportunities.

Local and international trends confirm that risk management is a strategic imperative

rather than an option within high performing organizations.

The underlying intention of good governance is that Institutions should through the risk

management process achieve, among other things, the following outcomes:

a. more sustainable and reliable delivery of services;

b. .informed decisions underpinned by appropriate analysis;

c. innovation;

d. reduced waste;

e. prevention of fraud and corruption;

f. better value for money through more efficient use of resources; and

g. better outputs and outcomes through improved project and programme

management.

Purpose is vision of the goal to be attained; policies are the plan of action or ways of

administration by which vision is to become accomplishment.

High performing organizations therefore set clear and realistic objectives, develop

appropriate strategies aligned to the objectives, understand the intrinsic risks associated

therewith and direct resources towards managing such risks on the basis of cost benefit

principles.

The purpose of this policy is to provide direction and guidance with regards to the strategy

and procedures that the municipality intends to implement in order to mitigate enterprise

risks.

POLICY STATEMENT

The Executive Mayor and Municlpal Manager have committed the Mbombela Local

Municipali ty to a process of r isk management that is in compliance with the Municipal

2.
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Finance Management Act (MFMA), Act no 56 of 2003, the King Code 3 of Corporate

Governance for South Africa 2009, as well as ISO standard 31000 (2009).

Risk management is recognized as an integral part of responsible management and the

Municipality therefore adopted a Risk lylanagement Policy that stipulates that all managers

are responsible for the identification and effective mitigation of risks. This policy will be

supported by an approved MLM Risk Management Strategy, as well as other relevant risk

management documentation which will serve as a source of reference regarding risk
governance practices with in the m u nicipal ity,

The main focus of risk management is to enhance municipal service delivery by identifying

and mitigating risks that would jeopardize the delivery of sustainable and affordable

municipal services.

The reaching or fulfilling of the strategic objectives of the municipality as stipulated in the

Integrated Development Plan (lDP) as well as the Service Delivery Budget lmplementation

Plan (SDBIP) will serve as criteria for successful risk management.

It is expected that management will ensure that risk management becomes embedded

into al l  administrative and operational processes of the municipali ty.

Risk Management must become part of the thinking and decision making paradigm of al l

managers to ensure that risk responses remains current and dynamic.

It is expected that all officials will work together in a consistent and integrated manner,
with the overall objective of reducing risks, as far as reasonably practicable.

Sound management of r isks wil l  enable the municipali ty to anticipate and respond to
changes in the service delivery environment, as well as taking informed decisions under
conditions of uncertainty.

To create an enabling environment for all managers to successfully mitigate risks, a Risk
Management Framework will be implemented. To avoid confusion and ensure a high
standard of risk management, it is expected that all managers will adhere to the Risk
Management Framework.

The Executive Mayor and Municipal Manager are looking forward in working closely with
all officials to mitigate all risks successfully.
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3. REFERENCE TO OTHER DOCUMENTATION

The risk management policy should be read in conjunction with the following documents

to correctly comprehend the tota! risk management process within the municipality.

Risk Management Policy Statement.

Risk Management Strategy

Risk Management Categories

Risk Management Rating Tables

Risk Management Tolerance Levels

Risk Management Dashboard

g. Fraud Prevention Plan

h. Risk Management lmplementation Plan

DEFINITION OF KEY CONCEPTS

To avoid confusion and misunderstandings, it is imperative to define key concepts with

regard to risk management.

Rtsk

The term refers to an unwanted outcome, actual or potential, to the Institution's service
delivery and other performance objectives, caused by the presence of risk facto(s). Some

risk factor(s) also present an upside potential, which Management must be aware of and

be prepared to exploit. This definition of "risk" also encompasses such opportunities.

According to ISO 31000, risk is the "effect of uncertainty on objecfives", and an effect is

a positive or negative deviation from what is expected. So, risk is the chance that there

will be a positive or negative deviation from the objective the municipality expects to

achieve.

ISO 31000 recognizes that organizations operate in an uncertain world. Whenever the

municipality tries to achieve an objective, there's always the chance that things will not go

according to plan. There's always the chance that the municipali ty wil l  not achieve what i t

has set out to achieve in its strategic plans. Every step the institution takes to achieve an

objective involves u ncertai nty.

Every step has an element of risk that needs to be managed. According to lSO 31000, the

municipality can reduce uncertainty and manage risks by using a systematic approach to

risk management.

a .

b .

c .

d .

e .
'f.

4.

4 .1
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Uncertainty is a state even partial, of deficiency of information related to, understanding

or knowledge of an event, its consequence, or likelihood. In the context of risk

management, uncefiainty exists whenever knowledge or understanding of an event,

consequence, or likelihood is inadequate or incomplete. So, uncertainty can be reduced

by getting better information and improving knowledge and understanding.

4.2 lnherent Risk

The term refers to exposure arising from risk factors in the absence of deliberate

management intervention(s) to exercise control over such factors.

4.3 Residual Risk

This term refers to the remaining exposure after the mitigating effects of deliberate

management intervention(s) to control such exposure (the risk remaining after

Management has put in place measures to controlthe inherent r isk).

4.4 Risk Appetite

This term refers to the amount of residual risk that the Institution is willing to accept.

4.5 Risk Factor

Any threat or event which creates, or has the potential to create risk.

4.6 Risk Tolerance

The amount of risk the Institution is capable of bearing, as opposed to the amount of risk

it is wil l ing to bear.

4.7 Accounting Officer

This term refers to the Municipal Manager.

4.8 Risk Owner

This term refers to the person accountable for managing a particular risk. In the case of

the municipality, this term refers to the Head of a Department.

4.9 Risk Ghampion

This term refers to a Senior Manager/s within a department who assist the Risk

Owners (General Managers) with al l  r isk management processes in the

department.
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4. 10 Action Owner

This term refers to the official responsible for the compilation and implementation of the

action plans to mitigate a risk. ln the case of the municipality, this term refers to the

official instructed by the Risk Owner to mitigate the risk.

4.11 Chief Risk Officer

A senior manager who is the head of the Risk Management Unit.

4.12 Risk Co-Ordinator

A member/s of the Risk Management Unit who assist the Chief Risk Officer in the

execution of his/her duties.

4.13 Risk Management

Risk Management is a systematic and formalized process to identify, assess, manage,

monitor and evaluate r isks. Risk management is a valuable management tool which

increases an inbtitution's prospects of success through minimizing negative outcomes and

optimizing opportunit ies.

Effective risk management requires:

. A strategic focus,

. Forward thinking and active approaches to management,

. Balance between the cost of managing risk and the anticipated benefits, and

. Contingency planning in the event that mission critical threats are realized.

. Active participation and the commitment of management.

4.14 Enterprise-Wide Risk Management (ERM)

ERM is a broad-based application of risk management in all major functions and activities

of the Institution, rather than only in selected areas, to isolate the material risks.

ERM represents a response to the dilemma that risks (including opportunities) are

dynamic and often highly interdependent and need to be managed through a portfolio

approach rather than as separate and static events, to achieve comprehensive and

integrated attention.

ERM also calls for the municipality to look beyond itself, requiring the consideration of

risks on performance regardless of whether risk is internally or externally generated
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4.15 Risk Management Unit

A Unit within the municipality that is responsible for co-coordinating and supporting the

overall Institutional risk management process, but which does not assume the

responsibility of Management for identifying, assessing and managing risks.

The Risk Management Unit reports to the Chief Operational Officer.

The Risk Management Architecture is included in the Risk Management Strategy.

4. 16 Risk ldentification

Risk identification is a deliberate and systematic effort to identify and document the

lnstitution's key risks.

The objective of risk identification is to understand what is at risk in the context of the

municipality's explicit and implicit objectives and to generate a comprehensive inventory

of risks based on the threats and events that might prevent, degrade, delay or enhance

the achievement of the objectives.

4.17 Risk Assessment

Risk assessment is a systematic process to quantify or qualify the level of risk associated

with a specific threat or event, to enrich the risk intelligence available to the Institution.

The main purpose of risk assessment is to help the municipality to prioritize the most

important risks as the institution is not expected to have the capacity to deal with all the

risks in an equal manner.

4.18 Risk Management  Commit tee (RMC)

The RMC is a committee appointed by the Accounting Officer to assist him/her in the

discharging of his/her responsibi l i t ies with regards tO risk management.

4.19 Audi t  Commit tee

An independent committee established in terms of section 166 of the Municipal Finance

Management Act (MFMA) Act No. 56 of 2003.

Internal Audit must submit quarterly reports to Council  on how municipal r isks are

mit igated.

5. ROLE PLAYERS

The fol lowing role players are responsible for r isk management in the municipali ty:
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5.1 Counci l

The political body known as the Council of Mbombela is overall in a political sense,

responsible to the community, for risk management.

The implication is that quarterly the Council should be assured that all risk Management

processes are indeed in place and effective.

The various Section 79 Oversight Committees has the responsibility to provide assurance

to Council that risk management is effective.

5.2 Executive MaYor

The Executive Mayor is on executive level, responsible for political guidance with regards

to risk management, to ensure that risk management is an effective instrument to assist

the municipality with sustainable and affordable delivery of municipal services.

5.3 Members of the Mayoral Gommittee (MMC'S)

The MMC's a6 political heads of departments, are responsible for overseeing that risk

management is an effective instrument in the facilitation of sustainable and affordable

delivery of municipal services in a department.

5.4 Munic ipa l  Manager

The role of the Municipal Manager is to ensure that all Risk Owners execute their risk

management duties as per the Risk Management Framework'

The Municipal Manager also needs to review the risk dashboards on a quarterly basis and

guide the risk owners in their endeavours to mitigate all unacceptable and strategic risks.

The Municipal Manager also evaluate the performance of risk owners on a quarterly basis.

The Municipal Manager is assisted in his/her task by the Chief Operations Officer.

5.5 Risk Owner

Risk Owners has the responsibility to mitigate all strategic and unacceptable risks within

his/her department and is accountable to the Municipal Manager for doing so.

Risk owners also serve as members of the Risk Management Committee and needs to

fulfill their duties in terms of the Risk Management Committee Charter.

5 .6 Risk ChamPion

Risk Champions are responsible to facilitate the following risk management processes in

their respective departments under guidance of the Risk owners.
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1. ldentification of risks

2. Categorizing of risks

3. Rating of risks

4. Establishing of risk tolerance levels in the department.

5. Compilat ion of action plans

6. Execution of the action plans.

7. Submitting of risk dashboards and risk related reports.

5.7 Action Owner

The role of Action Owners to compile and implement action plans to mitigate all

unacceptable and strategic risks refer to them by the Risk Owner. The incumbent reports

to the Head of the department.

Action Owners must on a quarterly basis, submit risk dashboards to the Risk Owner,

indicating progress made with regards to every unacceptable and or strategic risks he/she

is responsible fof.

5.8 Audit Committee

The role of the Audit Committee is to provide assurance to Council that all unacceptable

and strategic risks are being mitigated in terms of the risk management framework.

5.9 Risk Management Committee (RMC)

The role of the Committee is to assist the Accounting Officer in discharging his/her

accountability for dsk management by ensuring that all unacceptable and strategic risks

are being mitigated in terms of the risk management framework.

On a quarterly basis, all Risk Owners needs to submit risk dashboards indicating progress

made with the mitigating of every risk they are responsible for.

After every RMC meeting, the Chairperson of the RMC needs to submit a comprehensive

report to the Municipal Manager. The RMC is guided by a Risk Management Committee

Charter.

5.10 Chief Risk Off icer (CRO)

The primary responsibility of the CRO is to assist the municipality to embed and leverage

the benefits of risk management in o.rder to achieve its stated objectives.

Focusing on enterprise-wide risk management programmes, the CRO is tasked with the

overall efficiency of the ERM function. This is inclusive of the embedding of risk

management practices and fostering a risk awareness culture within the institution.
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6.  RISK MANAGEMENT PHILOSOPHY

The municipality's philosophy of risk management has its foundation in the concept that

taking risks is required in order to seek rewards and to fulfill the municipality's multi-faceted

mission. However, these risks should be assessed in order to insure that effective

mitigation strategies are employed to the greatest extent possible.

Risks can be understood, predicted and managed through classification, quantification

and root cause analysis among other techniques.

Once understood, appropriate risk treatment can be determined.

After risks are rated and tolerance levels established, it should be treated in any of the

following ways:

a. Risk avoidance

b. Risk reduction

c. Risk sharing

d. Risk acceptance

e. Risk transfer

Risk Management must become part of the thinking and decision making paradigm of al l

managers to ensure that risk responses remain current and dynamic.

It is expected that all officials will work together in a consistent and integrated manner,

with the overall objective of reducing risks, as far as reasonably possible.

7.  FOCUS OF RISK MANAGEMENT

The main focus of risk management is to enhance municipal service delivery by identifying

and mitigating risks that would jeopardize the delivery of sustainable and affordable

municipal services, if they were to become a reality.

8 .  APPROACH TO RISK MANAGEMENT

Sound management of r isks wil l  enable the municipali ty to anticipate and respond to

changes in the service delivery environment, as well as taking informed decisions under

conditions of uncertainty.

The reaching orfulfilling of the strategic objectives of the municipality as stipulated in the

Integrated Development Plan (lDP) as well as the Service Delivery Budget lmplementation

Plan (SDBIP) will serve as the criteria for successful risk management.
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It is expected that management will ensure that risk management become embedded into

all administrative and operational processes of the municipality.

9. OBJECTIVES OF RISK MANAGEMENT

The municipality will ensure that risk identification, assessment and treatment is a routine

part of decision-making, in much the same way that consideration is given to budget

availability or staffing resources'

Risk management strive to reach the fo||owing objectives:

. Maximize the opportunity for council to achieve its objectives'

o UnderPin corPorate governance'

. Provide a safer environment for all'

. Ensure continuitY of service.

. Protect the public image of Council'

10.  BENEFITS OF RISK MANAGEMENT

Risk management will assist the municipality to achieve, among other things, the following

outcomes needed to underpin and enhance performance:

. more sustainable and reliable delivery of services;

. informed decisions underpinned by appropriate evaluation and analysis;

. innovation;

. reduced waste;

o prev€ntion of fraud and corruption;

r better value for money through more efficient use of resources; and

r better outputs and outcomes through improved project and programme

management.

11. POLICY REVIEW

The mitigation of risks within the municipality is by no means perfect and a lot of work

and development still needs to take place'

ln order to develop risk management further, the policy is since the year 2010' updated

on an annual basis'

12.  CONCLUSION

Risk management is a handy tool for managers in their quest to render affordable and

sustainable municipal services in terms of the Integrated Development Plan (lDP)'
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1 3 .

It is trusted that this policy will result in the further embedment of risk management into

the culture and decision making paradigm of all officials.
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